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MEMORANDUM FOR: D/DCl/NEPE 


ATTENTION 

THROUGH 

SUBJECT 


REFERENCE 


: Deputy Director for Support 

: Office of Security Reactions to Recommendations 
No. 4. No. 6. No. 8, No. 9, No. 10, No. 12, 

No. 13 and No. 21 of STAB Report Inspired by 
the Dunlap Case. 

: Memorandum to Chairman, USIB from Mr . 

Me George Bundy, Dated 8 February 1964; 

Subject: Measures for Strengthening the 
Counterintelligence Posture of the United States. 


I 


1. This memorandum is for your information and contains Office of 
Security suggestions regarding eight tjf the Recommendations contained in 
referenced document. 


2. It is understood here that the Cl Staff will be responsible for the 
preparation of the suggested response by the DCI to R ecommendatiot No. 11. 

It is further understood that the DDP, ih coordination with appropriate element a 
of the State Department, will prepare coordinated responses to Recommenda- 
tion* No. 14, No. 15, No. 16 and No. 17. Finally, it should be noted that the 
necessary coordination regarding Recommendation No. 7 is currently underwa/ 
and the Department of Defense will prepare a response on this Recommends tic i 
only after coordination with the Agency, specifically the Office of Security. 

Recommendation No. 4: That, within each sensitive 
agency where the practice is not now being followed: 

(a) strict personnel security standards, including 
standards of personal conduct, be applied to all 
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ptriOBMd having access sensitive information 
or sensitive apmraHamu ; (b) that these standards 
be applied equally to civlll to cad military peraecnel 
regardlass of rank; and («) that serious <pAitioiw of 
doubt concerning personnel hiving rack access be 
reselved in favor of the national security. 

Concur , ft should bo Ike goal of the community to estab- 

lish standardised and strict personnel security criteria for all personnel, 
military and civilian, participating la intelligence activities. All personnel 
havtog accass to aeasittve infer metier or sensitive operations akeult meet 
like iscttrity criteria prior to access and their continued security well-being: 
should be monitored thereafter on s generally uniform basis. 

A standardised security program for all intelligence personnel could 
beet be achieved by each agency developing centralised security control from 
an organisational standpoint together with uniform criteria and standardised 
tMbd^Mi far the applic a t ion of the criteria. Suck standardised security 
pregrams weald greatly facilitate the exchange uf personnel between depart- 
ments and agencies end would enhance greater participation in joint Reject# 
without security variations. 

A standardised security program for intelligence personnel would 
lead to a more uniform approach to the wohtttei of questions involving an 
individual** suitability an# would certainly fester the protection of nstkuud 
security interests. 

The Security Committee of the could assist to the development 
of uniform personnel security standards and the preparation of guide ilneo 
for the monitoring «i personal conduct. 

t*v A; That* as a mesas of achieving 
majo^’ ^uatorfeJeH^piace objectives, actions be taken 
within the sensitive agencies, as refulred, to assure 
toe conduct of periodic, coroprebens tve, ins pactions ce»- 
esnfaur ada euaev of c eeaaliaaco with aonreved oolkk a 
relating to personnel security investigations and clear- 
ances, security suepestslen of employees, physical seem - 
ity, document control, and the lilts. 
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Cggcur . An inherent part of an effective security program is a 
system of periodic inspections to ensure the adequacy of all aspects of 
security. Such inspections are best conducted by an independent authority 
such as ths inspector- general facility. In addition, security officers 
themselves should continuously study and seek Improvement In the programs 
they implement and administer. 


Since the USIB Policy Statement on (..ounter intelligence and Security 
Responsibilities (USIB-D-1. 5/24 Approved 18 July 1*162) calls for semi* annual 
reports on security and counterintelligence developments ia the agencies, 
inspection- inspired changes could be included in these same reports. The 
Guide cm Security and Counterintelligence Practices and Procedures to the 
Policy Statement sets forth the essentials of a basic security program, and 
utilisation of ibis Guide as an aid to security surveys would be beneficial. 

The Security Committee, USIB, will, if called upon, assist in the develop- 
ment of additional formats. 

Recommendation Ho, 8: That arrangements be made within 
each sensitive agency, as required, to assure that security 
counterintelligence-oriented personnel participate in the 
timely review at the Headquarters level of all questionable 
personnel security cases which develop within that agency. 

Concur . Sach agency or department should have a system providing 
for security -counterintelligence reviews of questionable personnel security 
cases. Such security cases should be reviewed and closely monitored ay 
security personnel with the highest degree of understanding and sophistication 
in opposition penetration techniques . All investigative assets and capabilities 
should be utilised to the fullest extant in such cases . 

Recommendation No. 9: That, ia the * continuing effort 
to instiU an enha&ced sense of security responsibility on 
the part of all personnel in the sensitive agencies , the 
Dunlap case be used in the security indoctrination pro- 
cesses of those agencies as a striking s sample of a 
most serious espionage penetration and of the failure 
to inculcate the degree of security consciousness which 
should obtain among the personnel of all sensitive 
agencies. 
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Cancer . The .Dunlap* Seerbsek *&4 cases, p-eg^, 

am bt ttttd i4l«ctii«ly by *KWltj e-dhycsiioEr effictra throughout the nteUI- 
|wc« coerununity to enlighten personnel #n the subversive tffinrti of he Of- 
position. ActwU cases »«m to illustrate cleariy and dramatically t «e teefe- 
and approaches utilised. Ther s are definite «4vtaUfM to 0* prepara- 
tion of standardised write-ups lor the use of mrt ms agencies and ties# could 
be prepared by the Security Cemmittee (4 UtH . 

R ec omnoeiidetiee Mo, 10 ; Ties InueHig stive and 
security-review personnel associated with sensitive 
activities be provided with ware sophisticated and 
professional infertnation etui guidance concerning 
die nature aa»4 potential security finfdicatlsns of 
abnormal sexual activities, such a* hemeeexuaiity 
aad perversion, which they encounter ia the course 
of their inquiries and interviews. 

OBacuT . Security review per eonnal mm t operate &m the highest level 
of sophistication in eucb natters at the adjudicatiea of eecurity ceaaa in- 
volving abnormal sexual problems. 9stch professionalism can be enhanced by 
the exchange of approved definitions and criteria. There is uforwalkm and 
material within the community which is mlteble for distribution. Exchange & 
can probably beet be accomplished through controlled security eharardis such 
ae the Security Committee of US-JB and such exchanges should be mate. 

R ecenugaendatjc-o tee. H; That, apa:ri from any 
acSSa tahe^ea"dtte preceding recommendation 
concerning the estaiditi beaux* of a counterintelli- 
gence mechanism, imi&ediate action ba taken to 
assure that any agency having action responsibility 
In a personnel-security type case is promptly 

all tafe rsaatieft pa.isessed by 

ether detriments and agencies. 

Concur . The rapid exchange of security bUerniatien mi critics cases 
is of the highest order ef Importance. Itffeetive a c t ion depends upon coUsdM**? 
and evaluation of all pertinent information and these activities should be 
conducted as expeditiously ae possible. The agency having action rc^pcxelbilit 
should promptly make known Us wised for information to all agencies *hic/a 
could be of help. AH agencies eo notified sfcoulc ensure that the resf ©aasiMe 
agency is furnished pertinent information on an uspedite basis and sh juid 
offer all possible assistance. 
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Kecae amsadattce Hh. 'li t That the national Security 
Ag/tmcj, 'and el tar amaitlve «g«aeit« M appr^Ylate, 
tab steps to assure tlmt tb ,4 ated~t»*kikow M principle 
Is applie d rigorously ioa til* granting acceon to 
ttawkive teftttnilktt. 

Coccw . Aecw> to 4«ultiv# later matt en is, lot the m««t pvt, Mt|hly 
controlled and maintawwd Umgli established system* of eomjtertm**ta.ti<»\ 
for anmpli, the systems MttUlaM for T-KIt sad comrauaicatiens Intel • 
Ugeace. The number of clearances for access to such iaferraattoa i intend*; 
to bo c»r«{nUy controlled aed t2«e parting of o clearance should only foUuu 
a clearly jttotlfloi 4 'taed-te-knew. TWi general philosophy So foUeved wit! - 
ia each of the agencies ami depart icesis withli* the ietelligenee com* unity. 

Tie degree of access of an iadlviM «ae« cleared U & pr oble» > fox 
each component led ofile* within la* t wjrntsftlty to consider and resolve. 

The strict enforcement of the 1 ’need -tt>- ! giow ' 1 pdac^* within this framework 
Is dffictU to assure absolutely, ifesttir, each ss the component* and dRtts 
Is aware of the requirement* of the M iseeA*te-k»sw : principle and It 
not be neceeeary for the principle to be reaffirmed anew periodical!) since it 
Is already the most basic tenet of security wailia the intelligence eetm. unity. 

The compter nature of systems of campemneetatlen governing access 
to sensitive UfsrmatioB Awe not lead easy sottrisna to problems v^Mh are 
inherent In the managemetd and operation of the systems. The meaagement 
of the T-KK system le currently unde? study by CtA and the- b road problem 
of Mwiti w i toi and downgrading of sensitive intelligence I* currently coder 
study by the Security and COM OR CeeoxlUees. The results of such studies 
will be available to all agencies d the cnmmuaity. 

The Security C ommit te e of USlf can servo to disseminate any- data, 
information and results of studies as well mm cau6im*i»$ to serve as a forum 
In the discussion of such problem!*. 

Recom mendetiou J b> d s Hut tl« <rhite House be 
$3mm mi prewpily ' eT*Iev* loping situations isdcadag 
the liheliheod of the etdeteaes of a ssrieos penetration 
of any sensitive activity of our Cloven** --ant. 

Saucer . The U3IB departm^sd or agency saving primary resprmsibillty 
ia a case Involving possible peaeti atica d mdd notify the Special Assistant 
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to tine itw National Security Aifairs and the U$IB. Notiflciitinc 

should be mode to those cats** which h m.\m d*ivei<>peU to the point wh#**© a 
serious penetration of a tJ. I. intelligence activity is indicated. 

3. This Office ia prepared to p^tr4de you with any additional Ms to tone 
you may seek to the packaging csf the final response to Mr. Ftrndy toe* fey 
10 March. 


Distribution 

Orig. k Z - Adee. 

\/i - Dm so STtcT 


SJGNK? > 

R. I* Baaietartman 
Hrecter of Security 
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□ UiCUSSmiP □ □ COWflPENTIAL B SCCKT 

r ROUT1NO AND RSCOtO SHOT 


tUUKTi Office of Security Reaction* to Recommendations #4, #6, #8. #9, #10, 

#12, #13 and #21 of FIAB Raport In* pi rad by tha Dunlap Case. 
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To: #1 

After the Office of Security 
received the Top Secret document 
from McGeorge Bundy on the 
Subject, "Measures for Strength- 
ening the Counterintelligence 
Posture of the United States" 

(which was sent to your office 
earlier under separate cover for 
security control reasons), a meet- 
ing was held with representatives 
of the DDP and John Bross' 
office. At that time it was 
decided that the Office of Security 
should respond directly to S of the 
recommendations and that tHs 
office should have coordinating 
concerns with certain of the others 
as explained in the attached . 
Responsibility for pulling together 
the total package for the DCI's 

a D/DCI/NIPE 
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